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DRAFT INTERNAL AUDIT PLAN 2013 / 2014 
 

 
1. INTRODUCTION    
 
1.1 This is the draft Annual Plan for Internal Audit for 2013 / 2014 for 

consideration by the Civic Affairs Committee. The plan has been subject to 
consultation with all Directorates and a copy of the draft plan has been sent to 
External Audit. 

 
1.2 The current CIPFA best practice requires that a designated audit committee 

(Civic Affairs Committee) formally agree all audit plans. This best practice, in 
place since 2006, will be superseded by the new Public Sector Internal Audit 
Standards with effect from 1 April 2013. 

 
1.3 Ongoing resource pressures within the team have been more challenging this 

year, although not detrimental to the delivery of the plan. Issues include: 
 

• The Head of Internal Audit post is provided in partnership with 
Peterborough City Council and has been operational since January 2011. 
Nevertheless, this arrangement only provides for approximately 50% of the 
previous resource. This has been factored into current and future plans;  

• One Senior Auditor post (0.6 FTE) has been vacant during the year, and 
retained to provide a corporate saving in year; and 

• Maternity leave of one Senior Auditor (0.8 FTE) since December 2012. 
 
2. RECOMMENDATIONS 
 
2.1 Civic Affairs Committee is requested to examine the draft Internal Audit Plan 

for 2013 / 2014 and: 
 

• Identify any areas for further consideration; 
• Approve the draft audit plan; and 
• Note the impact of the new Public Sector Internal Audit Standards 

 



3. DRAFT INTERNAL AUDIT PLAN 2013 / 2014 (Appendix A) 
 
3.1 The draft Internal Audit Plan for 2013 / 2014 has been developed using a risk-                       
 based approach. The plan has been formulated from reviews of the following: 
 

i) Corporate / service level risks and an assessment of mitigating controls; 
ii) Areas of significant change or concern within the council; 
iii) Key projects / partnerships being undertaken; 
iv) Draft Portfolio Plans; and 
v) Discussions with Directors and Heads of Service during the year. 
 

3.2   The Plan has been broken down into a number of elements:   
 

a) Core Systems Assurance work. This work covers the Council’s key 
financial systems and provides External Audit with assurance on their 
control; 

b) Annual Governance and Assurance work; 
c) Corporate / Cross Cutting audits; 
d) Key Contracts and Projects;  
e) Departmental specific audits; and 
f) Other resource allocations. 

 
3.3   In addition, the plan has been cross referenced to the Vision / priorities of the 

Council in order to ensure that a degree of assurance can be provided to 
Members that appropriate actions are in place to deliver the agenda. 

 
3.4   This draft plan includes the proposed number of audit days assigned to each 

area. We are proposing that those audits marked as “critical” on the final 
annual audit plan will be 100% completed within the year. As previously 
requested, we have indicated why these audits are considered critical.   

 
3.5   The Audit Plan does not include details of the special investigation work and 

“consultancy type” activity that the Council also calls upon the team to deliver, 
but a separate provision has been made for the completion of such work in 
2013 / 2014 and this has been based on resources utilised in previous years. 
This covers such areas as a provision for procurement advice, follow-ups and 
risk management work. 

 
3.6   As in previous years, should any special investigation work or significant 

additional request work be required by Councillors or officers, which leads to 
the potential for resources required exceeding the amount set-aside, then the 
Shared Head of Internal Audit will establish the course of action to be taken in 
consultation with the Director of Resources and the Chair of Civic Affairs 
Committee. In the event of this occurring, a separate report will be produced to 
inform all Members of the Committee. 

 
3.7  The result of the work set out in the Internal Audit plan will be the production 

of the annual opinion by the Head of Internal Audit for this Committee. This 
opinion will then inform the Annual Governance Statement which is signed off 
by the Leader of the Council and the Chief Executive and accompanies the 
Statement of Accounts, usually to the June committee cycle.   

 



3.8 Specific timings for individual audits are still to be agreed with Directors / 
Heads of Service. The audit plan will then be published on the Council’s 
intranet to enable Officers and Members to be aware of audit timings and 
advise Internal Audit, at an early stage, if the timetable needs adjusting. 

 
4 PUBLIC SECTOR INTERNAL AUDIT STANDARDS (PSIAS) 
 
4.1 The PSIAS come into effect from 1st April 2013 and a copy is attached 

Appendix B. The Standards have been developed as a result of extensive 
joint working by the Chartered Institute of Public Finance and Accountancy 
(CIPFA), the Institute of Internal Auditors (IIA) and a range of other public 
bodies to tailor the International Professional Practices Framework (IPPF) – 
the mandatory international standards – to meet the special requirements of 
public sector organisations in the UK. 

 
4.2 The PSIAS aims to provide a consistent framework for Internal Audit services 

across the public sector. The IPPF has been in place for a considerable period 
and was already recognised as a statement of good practices in internal audit. 
Those good practices are also reflected in the CIPFA Code of Practice for 
Internal Audit in Local Government (2006) – which the Standards will replace. 

 
4.3 Impact on Internal Audit and Civic Affairs Committee 
 
4.3.1 The standards follow a consistent format across all sectors to ensure 

appropriate commonality. With the current service working across a number of 
authorities – Peterborough City Council and Cambridge City Council (with 
South Cambridgeshire District Council from 1 July 2013) – a consistent 
approach will benefit partnership working. 

 
4.3.2 The standards covers:  
 

• Definition of internal auditing; 
• Code of Ethics; 
• Attribute standards; and 
• Performance standards 

 
4.3.3 In comparing the PSIAS with the CIPFA Code of Practice, there remains many 

similarities. While it is not anticipated that there will be any requirement for 
material changes in day-to-day operational arrangements, there are subtle 
changes which Members should be aware of. These are detailed as follows: 

 
• Terminology 

• A revised definition of Internal Auditing to “an independent, 
objective assurance and consulting activity designed to add value 
to and improve an organisation’s operations. It helps an 
organisation accomplish its objectives by bringing a systematic, 
disciplined approach to evaluate and improve the effectiveness of 
risk management, control and governance processes”; and 

• The use of the term “chief audit executive”, the description used 
internationally, rather than “Head of Internal Audit” or “Chief 
Internal Auditor”. 

 



• Audit Charter 
• There is a requirement for an “Internal Audit Charter” to be in 

place. This must define the purpose, authority and responsibility 
for internal audit activity. While the service does not have a 
“charter”, the key requirements of this document are currently 
reflected in our Terms of Reference. This was last updated in 
March 2012. It will need to be reviewed to ensure that appropriate 
reference is made towards avoiding conflicts of interest if Internal 
Audit carries out any non-audit activities. Following review, it will 
be brought before Civic Affairs Committee for approval. 

 
• Audit Strategy 

• There is no longer a requirement to produce an Internal Audit 
Strategy. In future, the annual risk based plan must incorporate or 
be linked to a strategic statement on how the service will be 
provided and how it links with the organisation’s objectives. We 
have endeavoured to include that in our Audit Plan. 

 
• Service Quality and Assessments 

• Ongoing monitoring of the performance of the internal audit 
activity. This already exists and reflects the quality checks 
undertaken before reports are issued. 

• There will be rigorous checks under a separate Quality Assurance 
and Improvement Programme (QA & IP). This has been previously 
reported to Members as part of the review of Internal Audit 
effectiveness and has been undertaken as part of an assessment 
against the CIPFA checklist (last reported to Civic Affairs 
Committee June 2012). The QA & IP will continue to require 
ongoing internal assessments of all aspects of internal audit 
activity by other persons within the organisation with sufficient 
knowledge of audit practice. An option is to look for reciprocal 
arrangements with neighbouring authorities for peer reviews. 

• External assessments will need to be carried out by qualified and 
independent assessors or assessment teams from outside the 
Council every five years. The Standard specifies that any external 
review must evaluate both conformance with prescribed policies 
and processes and the effectiveness of “internal audit activity”. 

• Supplementary guidance indicates that this term would 
encompass both the service activities and those of Civic Affairs 
Committee. 

 
5. CONSULTATION 
 
5.1 Ongoing work planning is agreed with External Audit, and reviewed throughout 

the year to ensure that the work of Internal Audit and External Audit is co-
ordinated. A copy of the audit plan has been sent to External Audit for their 
information.  

 
5.2 Directors were consulted during February / March 2013 on the possible 

content for the 2013 / 2014 audit plan and their views have been taken into 
consideration when putting the plan together. 

 



6 IMPLICATIONS 
 
 (a) Financial Implications 

  There are no expenditure implications as a result of the report. 
 
 (b) Staffing Implications 

The Internal Audit establishment is set at a level to enable 
delivery of the work identified in the plan.  

 
 (c) Equal Opportunities Implications 

The Council’s Equal Opportunities Policy is applied within the 
Department. 

 
 (d) Environmental Implications 

There are no Environmental implications in this report. 
 
 (e) Community Safety 

There are no Community Safety implications in this report. 
 
 
 
BACKGROUND PAPERS: 
 
The following are the background papers that were used in the preparation of this 
report: 

 
Risk-Based Internal Auditing – Working Standards and Procedures 
Accounts and Audit Regulations 2011 
Public Sector Internal Audit Standards  

 
To inspect these documents contact Steve Crabtree on extension 8181.  
 
The author and contact officer for queries on this report is Steve Crabtree 
Report file:  
 
Date originated:  11 March 2013 
Date of last revision: 11 March 2013 
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APPENDIX A 
CAMBRIDGE CITY COUNCIL 

 
DRAFT INTERNAL AUDIT PLAN 2013 / 2014 
 
DEFINITION OF INTERNAL AUDIT 
 
Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organisation’s operations. It helps 
an organisation accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, 
control and governance processes. 
 
 
1 INTRODUCTION 
 
1.1 This document is intended to demonstrate how Internal Audit will support the overall aims and objectives of the Council and will be reviewed on an annual 

basis to ensure its continued relevance, both in terms of supporting the council’s aims and in achieving a professional, modern audit service. 
 
1.2 New Public Sector Internal Audit Standards which will comes into effect from the 1st April 2013, replacing the Chartered Institute of Public Finance and 

Accountancy (CIPFA) Code of Practice. A copy is included at Appendix B. The new standards require a high level statement of how the internal audit 
service should be delivered and developed in accordance with the terms of reference and how it links to the organisational objectives and priorities. The 
purpose of this document is to communicate the contribution that Internal Audit makes to the organisation and includes the following: 

 
• Internal Audit objectives and outcomes; 
• How the Head of Internal Audit will form and evidence their opinion on the control environment to support the Annual Governance Statement; 
• How Internal Audit’s work will identify and address significant local and national issues and risks; 
• How the service will be provided i.e. direct employees, out-sourcing or co-sourcing; and 
• The resources and skills to deliver  

 
1.3 Objectives and Outcomes 
 
1.3.1 The Internal Audit section reviews the operations of all services the Council provides, and also shares the Head of Internal Audit role with Peterborough City 

Council. With effective from 1st July 2013, this will be extended to South Cambridgeshire District Council under an updated Memorandum of Understanding 
(MoU) – the current service level agreement and will be in accordance with statutory and professional requirements. 

 
1.3.2 Implementation of the audit plan helps the Council maintain “a sound system of internal control which facilitates the effective exercise of that body’s 

functions and which includes arrangements for the management of risk” (Accounts and Audit Regulations 2011). 
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1.3.3 The internal audit role is a central element of the Council’s Corporate Governance framework, as internal audit work and the Head of Internal Audit opinion is 

a key input to the published Annual Governance Statement and focus for the work of the Civic Affairs Committee. A separate Audit Plan is created annually, 
and approved by the Civic Affairs Committee to ensure that objectives are met in a risk-based, structured manner. 

 
1.3.4 Internal audit adds value and improves the Council’s operations by promoting a robust control environment, best practice in governance and risk 

management as well as making recommendations for improvements in operating efficiencies. To achieve this, the Internal Audit section engages with the 
various change programmes, providing independent and objective input to emerging issues.  

 
1.3.5 Key challenges include: 
 

• Continuing to promote the improvement of systems and procedures to enhance the services against a background of reducing resources; 
• Continuing the good relationship with our external auditor to gain the Council maximum benefits and eliminate any duplication of effort; 
• Continue to develop relationships and any possible collaborative working with other authorities; 
• Proactively work with management to introduce new initiatives and support innovation (including in-house projects and any joint provision of services 

across the Authority); 
• To provide advice and guidance on changes to controls, on risk management issues and governance; 
• To investigate any irregularity or fraud and corruption matter; and 
• Maximising efficiencies within Internal Audit while still undertaking sufficient work to provide the annual opinion. 

 
1.3.6 Expected Outcomes: 
 

• Delivery of the Audit Plan for the Authority, taking into account necessary changes for unplanned work /revised priorities; 
• Provision of an annual opinion and assurance on the risk, governance and control systems; 
• Delivery of reports to the Civic Affairs Committee and other Members as agreed; 
• Provision of clear, concise and meaningful reports to management covering areas reviewed and including agreed actions to mitigate risks; 
• Increased awareness amongst Members and staff of the Council’s Financial Procedure Rules and Contract Procedure Rules; 
• Provision of advice and consultancy on control, risk and governance processes; 
• Investigation of any cases of suspected financial irregularity, fraud or corruption (except Benefit Fraud investigations which are undertaken by the 

Fraud Prevention Team in Revenue & Benefits); 
• Identification of areas of inefficient use of resources and proposals for lean solutions; and 
• Latest technology used where appropriate (this is being developed in conjunction with Peterborough). 

 
1.4 Opinion on Internal Control 
 
1.4.1 The role of Internal Audit is to understand the key risks to the Council and to examine and evaluate the adequacy and effectiveness of its systems of risk 

management, governance and internal control and to provide an annual opinion to the Civic Affairs Committee on those. 
 
1.4.2 To achieve the above the service operates within professional standards and uses a risk based approach for both planning and where possible auditing to 

ensure the audit resource is directed to the appropriate activities. The control environment for each activity reviewed by Internal Audit is then assessed for its 
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adequacy and is assigned an assurance rating which is reported to the Civic Affairs Committee as part of the Head of Internal Audit annual opinion. The 
section also assesses the Council’s risk management and corporate governance framework. 

 
1.5 Local and National Issues / Risks 
 
1.5.1 The annual audit planning process ensures that new or emerging risks are identified and considered. The Head of Internal Audit asks Directors and Heads 

of Service to identify any potential areas of concern for audit review in the forthcoming year. The strategic risk register is also examined to ensure high 
scoring risks are taken into account. The audit ‘universe’ and resulting plan are further informed by the review of corporate topics and awareness of issues 
arising from past audits. 

 
1.5.2 The Audit Plan is approved by the Civic Affairs Committee on an annual basis, however, it is a flexible document which can be revised should unforeseen 

issues arise during the year. Such adjustments are subsequently reported to the Civic Affairs Committee. 
 
1.5.3 We recognise that the audit universe needs to reflect the organisation. As such our focus is not just on the Council but also to look at working in partnership 

with other organisations to achieve the district wide aims. There is the development of joint provision of services with our neighbouring authorities. Therefore 
our approach needs to follow this direction and become more focused on this wider picture, while retaining sufficient inward facing audit coverage to provide 
the assurance necessary for compliance with the regulations. 

 
1.5.4 The individual audit projects within the annual plan may be either risk based or systems based work, depending on how well established risk management is 

within the service being audited, and the degree of assurance needed on key systems for the annual opinion. Awareness of national issues is maintained 
through membership and subscription to professional bodies such as the Institute of Internal Auditors, the CIPFA on-line query service, liaison with External 
Audit and through networking with other internal audit colleagues throughout Cambridgeshire and beyond. 

 
1.6 Provision of the Service, Resources and Skills 
 
1.6.1 The current service is provided in-house, overseen by a shared Head of Internal Audit with Peterborough City Council. The current structure is made up of 

5.42 FTE (including the shared Head of Internal Audit). There is also an existing vacancy of 0.6 FTE as at 8 March 2013. Both our existing structure and 
potential requirements are regularly reviewed. 

 
1.6.2 To ensure we continue to provide the most cost-effective service we will need to ensure the risk-based approach to auditing is developed alongside lean 

processes. Ultimately we are aiming to ensure that the whole audit process is risk based so that audits are focussed on areas of most importance and 
greatest risk to the authority.  

 
1.6.3 Alongside the authority’s Performance Review process, the service will establish training needs assessment for future service requirements. Joint 

arrangements already exist between Cambridge and Peterborough and this will continue to look for efficiencies in terms of time and cost. 
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2 DRAFT AUDIT PLAN 
 
2.1 Internal Audit Planning Process  
 
2.1.1 Annually, Internal Audit conducts a comprehensive risk-based audit planning process to ensure that all areas of the Council operations (and external 

partners, where appropriate) are provided with an appropriate and structured Internal Audit service to assist in the continuous improvement process. The 
following sources of information have been used in identifying the priorities put forward for audit coverage:  

 
• Council Objectives; 
• Medium Term Strategy; 
• The Council’s strategic and operational risk registers; 
• Consultations with individual Directors and their Management Teams; 
• Consultation with Ernst and Young, the Council’s external auditor; and 
• The Civic Affairs Committee (at this meeting).  

 
2.1.2 The purpose is to align audit effort with those areas assessed as posing the greatest risk to the Council.  
 
2.1.3 The principles of risk management are applied throughout the planning process. Whilst the annual audit plan is initially compiled using risk to assess the 

areas needing coverage and the Council objectives, the views of Directors and Heads of Service have been sought so that planned work is focused on 
where Internal Audit can provide added value to the organisation. Reference is made to available Department risk registers in developing the audit plan. 
Following the recent re-focusing of Risk Management, increased reliance will be placed on these risk registers in informing risk assessments for audit 
planning purposes. 

   
2.1.4 External Audit have been consulted on the content of the 2013 / 2014 operational Internal Audit plan and a number of financial control areas of planned 

Internal Audit work are of particular interest to them in arriving at their own audit opinion on the published financial statements of the Council.  
 
2.1.5 There is potential for priorities and associated risks to change during the year, such that the focus of audit effort in a particular area may change. The audit 

plan is therefore a statement of intent. Whilst every effort will be made to deliver the plan, Internal Audit recognises that it needs to be flexible and prepared 
to amend its activities in response to changing circumstances or emerging risks. To provide some cushion for this, a contingency provision is included within 
our resource plans. However, this flexibility may not be sufficient to cope with all changes required. It may also prove necessary to remove planned audits 
from our work plans in order to address emerging issues of greater risk. Should such action be required, the Civic Affairs Committee will be advised of:  

 
• The proposed changes to the audit plan; 
• The potential effect of such changes on the ability to give adequate assurance on the effectiveness of the Council’s system of internal control based 

on the work of Internal Audit.  
 



Internal Audit Plan 2013 / 2014 
 
2.2 Audit Resources Available  
 
2.2.1 Resource assumptions are based upon an audit section complement of 5.42 FTEs, made up of: 
 

• Head of Internal Audit   0.50 FTE 
• Principal Auditor   0.76 FTE 
• Senior Auditor   2.36 FTE  NB. 0.80 currently on maternity leave 
• Audit Assistants   1.80 FTE 
• (Vacant Senior Auditor post  0.60 FTE) 

 
2.2.2 Should vacancies arise in areas which are difficult to recruit to, it is intended to use the allocated Internal Audit budget to purchase additional audit resources 

to deliver the audit plan. After taking account of non-available time (such as annual leave and training, and non-chargeable time such as team management 
and staff appraisals), 891 days are anticipated to be available for audit work in the period 1 April 2013 to 31 March 2014.  

 
2.2.3 In compiling the audit plan, Internal Audit has always sought to present an objective view of the audit needs of the City Council and assess the extent to 

which this can be delivered within the resources it has available. However, much effort continues across the whole of the City Council to deliver the best 
possible services while reducing the resources needed. Internal Audit is also seeking to do this and is looking to use a combination of specialist technology, 
more streamlined working practices and more focus in its activities so as to strive to deliver the whole of the assessed audit need. A major development in 
this is the move to implement audit management software – currently in place only at Peterborough. It is envisaged that this will allow significant 
enhancements and efficiencies in the management and conduct of Internal Audit work. 

 
2.2.4 Finally, Internal Audit intends to explore the potential for obtaining new business from external clients with a view to sustaining a comprehensive audit 

service and investing in its continuing development. This is not, however, a relevant factor in determining the audit needs of the City Council.  
 
2.3 Emerging Themes  
 
2.3.1 A number of themes have emerged in the preparation of the 2013-14 Internal Audit Plan. These are:  
 

• Change in External Audit. The Council’s new external auditors, Ernst and Young, have indicated that they will seek to place significant reliance in 
2013 / 2014 on Internal Audit’s work on key financial systems and a number are planned for review, such as Payables and Receivables. 

• Contracts and Projects. This is an essential component of the audit process, especially given the increasing dependence on external suppliers and 
partners in the provision of Council services. It will cover the robustness of the arrangements in place with a view to ensuring that the Council’s 
interests are protected at every stage in the contract procurement and monitoring processes. 

• A continuation of Internal Audit work in high-level corporate management functions including corporate governance, risk management and 
project assurance. 

• Information governance and data security. A number of audits, especially in the IT field, cover the security of the Council’s extensive and often 
highly sensitive data holdings.  

• Counter-fraud activity is well established and will continue.  
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2.4 Allocation of Resources  
 
2.4.1 The overall allocation of time from the estimated 891 days available is as follows:   
 

Table 1: Internal Audit Work Activities 
 Days % 
Core Systems Assurance Work    68 8
Annual Governance and Assurance Framework  20 2
Corporate / Cross Cutting Audits  116 13
Contracts and Projects  107 12
Department Specific Reviews  
Chief Executive and Corporate Strategy 12 
Customer and Community  52 
Environment 112 
Resources 69 
  245 27
Other Resource Provisions  335 38
TOTAL RESOURCES ALLOCATED  891 100

 
2.4.2 Current and future audit plans are regularly reviewed in year with changes made as a result of emerging risks and requests for assurance work or audit 

support from senior management or Members. A contingency allocation of 70 days has been made within this year’s plan to undertake other requests for 
high priority work. Any changes to audit plans will be reported to the Civic Affairs Committee via the update report following discussion with, and agreement 
with the Chair and the Director of Resources.   

 
2.4.3 The Internal Audit plan has been analysed into six main themes. The purpose of this is to demonstrate the balance of audit coverage. Details of links back to 

relevant Council Objectives are also identified in this section.  
 
2.4.4 Core Systems Assurance Work  
 

Audits of the main financial systems of the Council are undertaken on a cyclical basis, in consultation with our External Auditors. The Audit Plan detailed 
below highlights all the core systems that will be reviewed over approximately a 3-year cycle - provided for information purposes only. We will adopt a key-
control approach for these audits. The audit plan details for 2013 / 2014 that the team will carry out reviews of Housing Benefits (against an annual 
diagnostic tool), Council Tax, Accounts Payable, Accounts Receivable, VAT together with any issues arising from he Ernst and Young review of budget 
modeling. We will co-ordinate our work with our External Auditors to ensure that reliance can be placed on the work provided by Internal Audit in accordance 
with their rolling programme. 
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2.4.5 Annual Governance and Assurance Framework 
 

Within this theme there will be a strong focus on corporate governance, particularly with regard to Business Ethics and Integrity. This will look at issues 
surrounding the culture of the organisation and how it promotes the highest standards of business ethics and culture in line with the Nolan principles of good 
governance.  

 
2.4.6 Corporate / Cross Cutting Audits 
 

Audit work in this area focuses on activities that are corporate in their nature or cut across a number of service areas and includes audits of Achievement of 
Income & Savings Targets, Use of Consultants, Health & Safety and Security of On-Line Transactions. 

 
2.4.7 Contracts and Projects 
 

These areas have been identified as a continuing risk in light of their increasing number, their importance in relation to the Council’s overall aims and 
objectives and, at times, their complex linkages and funding arrangements. Internal Audit will review specific projects as identified, but a small contingency is 
also included to provide support and advice to other projects that arise during the year. 

 
2.4.8 Department Specific Reviews 
 

Audit work in this area focuses on key systems and activities in operational and service delivery areas of the Council.  
 
2.4.9 Other Resource Provisions 
 

Throughout the year audit activities will include reviews that have not been specified within the plan and may include management requests as a result of 
changing risks and special investigations. Contingency time is included for such events along with the provision for consultancy work that may be 
undertaken by the Head of Internal Audit or other members of the audit team.  

 
2.5 Detailed Plan 
 
2.5.1 The Plan for 2013 / 2014 aims to give the Council the best audit coverage within the resources currently available. Though it is compiled and presented as a 

plan of work, it must be recognised that the plan can only be a statement of intent. Whilst every effort will be made to deliver the plan, Internal Audit 
recognises that it needs to be flexible. Actual audit work therefore may be modified during the year according to the circumstances prevailing at the time.  

 
2.5.2 The Head of Internal Audit, along with the whole Internal Audit Team, are fully committed to delivering a high quality and responsive Internal Audit service to 

the City Council. With this in mind, they will be seeking throughout the year to continue to develop the service in accordance with recognised best practice.  
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CAMBRIDGE CITY COUNCIL: INTERNAL AUDIT PLAN 2013 / 2014 
 

VISION / OBJECTIVE 

CAMBRIDGE – WHERE PEOPLE MATTER 

1 A City which celebrates its diversity, unites in its priority for the disadvantaged and strives for shared community well being 

2 A City whose citizens feel they can influence public decision making and are equally keen to pursue individual and community initiatives 

3 A City where people behave with consideration for others and where harm and nuisance are confronted wherever possible without constraining the lives of all 

CAMBRIDGE – A GOOD PLACE TO LIVE, LEARN AND WORK 

4 A City which recognises and meets needs for housing of all kinds – close to jobs and neighbourhood facilities 

5 A City which draws inspiration from its iconic historic centre and achieves a sense of place in all of its parts with generous urban open spaces and well 
designed buildings 

6 A City with a thriving local economy that benefits the whole community and builds on its global pre-eminence in learning and discovery 

7 A City where getting around is primarily by public transport, bike and on foot 

CAMBRIDGE – CARING FOR THE PLANET 

8 A City in the forefront of low carbon living and minimising its impact on the environment from waste and pollution  

OBJECTIVES 1 – 8 UNDERPINNED BY: 

9 A City seeking to achieve value for the public money the Council spends 
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Draft Internal Audit Plan 2013 / 2014 
 
 

Critical Service Review  SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 

Yes Reason 

CORE SYSTEM ASSURANCE WORK 
 
Core systems are those that are fundamental to providing control assurance for internal financial control and allow the s.151 officer to make his statement included in the authority’s 
Annual Statement of Accounts. The External Auditor also places reliance on the work undertaken by Internal Audit on core systems.  
 
Housing Benefit 9 System parameter testing undertaken on behalf of External Audit. 

 
Yes External Audit reliance work 

Council Tax 9 The audit will focus on controls in place to ensure the completeness, promptness, 
accuracy and validity of Council Tax transactions. Includes coverage of External Audit 
requirements. 
 

Yes  External Audit reliance work 

NNDR 9 To review the property register; liable persons / discounts and exemptions evidenced 
and recorded; amounts due calculated accurately / promptly demanded; income 
received and accounted for; non-payment identified and pursued; systems and data 
secure. 
 
Review IT system controls. 
 

-  

Main Accounting 9 System based approach considering key risk exposures. Include mapping of key control 
areas and coverage of External Audit requirements. Testing adequacy of input controls 
and including feeder system interfaces into the general ledger and reconciliation of 
control and suspense accounts. 
 

-  

Budget Setting 
Process 

9 Follow up of recommendations made by Ernst & Young in their report on the Budget 
Setting Process. 
 

Yes Key financial risk area 

Treasury Management 9 To review the processes and procedures in dealing with and recording of short term and 
long term investments as well as evaluating the controls in place to mitigate against risks 
faced by Cambridge City Council as a result of the economic climate. 
 

-  

Accounts Payable 9 Systems based approach considering key risk exposures. Include mapping of key 
control areas and coverage of External Audit requirements.  
 

Yes External Audit reliance work 

Payroll 9 Systems based approach considering key risk exposures. Include mapping of key 
control areas and coverage of External Audit requirements.  
 

-  
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Critical Service Review  SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 

Yes Reason 

Accounts Receivable – 
Debt Recovery Process 

9 Systems based approach considering key risk exposures. Include mapping of key 
control areas and coverage of External Audit requirements.  
 

Yes  External Audit reliance work 

Fixed Asset Register / 
Capital Accounting 

9 To evaluate the controls in operation for the identification of assets, disposal and 
transfers to the fixed asset register system, together with the accounting processes that 
have been adopted. 
 
Assess how future costs of repairs and maintenance are being identified and budgeted 
for. 
 

-  

Rent Accounting 9 The audit will review system access controls, rent collection and arrears management 
 

-  

BACS Payments 9 The BACS system processes £millions each year through Payroll, Creditors etc. We will 
seek assurance that the controls including transfer of data from feeder systems are 
adequate. We will also ensure that payments made through BACS are accurately 
recorded on Oracle and that appropriate segregation of duties is maintained. 
 

-  

VAT 9 To provide assurance that VAT is correctly accounted for by the authority and on a 
timely basis.  
 

-  

    TOTAL AUDIT DAYS 68 
 
 
N.B. The above is a full list of the Council’s key financial systems. The greyed out areas will not be completed in this year, but will be reviewed in future years. 
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Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

ANNUAL GOVERNANCE AND ASSURANCE FRAMEWORK 
 
Each year the Council is obliged to issue a statement on the effectiveness of its governance arrangements. This section details audit work that specifically relates to the production of the Annual 
Governance Statement 
 
Annual Governance 
Statement  
 

ALL Review the draft AGS and action plan. 
 

Yes Corporate responsibility 

Annual Audit Opinion 
 

ALL 
  

Head of Internal Audit opinion on the state of governance and the internal control 
framework in place within Cambridge City Council. 
 

Yes Corporate responsibility 

Internal Audit 
Effectiveness 
 

9 Review of the Internal Audit service against the new Public Sector Internal Audit 
Standards. 

Yes Corporate responsibility 

Prevention of Fraud 
and Corruption Policy 

9 Review of Policy and reporting of cases to Committee that have arisen during previous 
year. 

Yes Corporate responsibility 

 
 

   TOTAL AUDIT DAYS 20 
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Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

CORPORATE/CROSS-CUTTING AUDITS 
 
Internal Audit provides support to Council and Directorate objectives by testing the effectiveness of controls designed to mitigate identified risks. 
 
Health & Safety All Annual review of Health & Safety (H&S) considerations. Specific areas for review to be 

confirmed with the H&S Team at the time of audit. 
 

Yes Annual Review 

Achievement of 
Income and Savings 
Targets  

9 Review of income budgets v targets in the following areas: Recycling, Trade Waste, Car 
Parks, Housing, Corn Exchange/Guildhall Halls, Commemorations Service, CHYPPS 
Team, Tourism, ShopMobility, CCTV. Examine the impact on budgets where targets are 
not being achieved. 
 
Examine the implementation of income generation initiatives arising form the recent 
income identification exercise.  
 
Review a sample of savings identified as part of the budget process and look at how 
these are being monitored and whether they will be achieved. Examine the impact on the 
budget where savings targets are not likely to be met. 
 

Yes Key financial risk  

Safeguarding  All Compliance testing of arrangements in place for vetting of employees and volunteers. 
Ensure that sound contract management arrangements are in place for checking that 
staff employed by our contractors are suitably vetted (where appropriate).  
 

Yes Area of key risk  

Data Security & Data 
Sharing Protocols 

All To review the reporting policy and arrangements for data security breaches and also 
data sharing arrangements with other public sector bodies. Ensure these are in line with 
the Cambridgeshire Information Sharing Framework. 
 

  

IT Infrastructure 9 Review resilience of IT infrastructure at key outlying buildings, such as Meadows 
Community Centre and City Homes.  
 

  

Security of On-Line 
Transactions 

All Review the security of on-line transactions, in particular payments for Council services 
and security of personal data. Ensure data held and captured is in compliance with 
Payments Card Industry (PCI) standards. 
 

  

Corporate Governance All Review the assurance processes across the authority with particular reference to the 
Code of Corporate Governance and the Annual Governance Statement.  
 

  

Compliance with the 
requirements of the 
Equalities Act 

All Review the extent to which Council decisions are compliant with the requirements of the 
Equalities Act, and in particular whether services are providing EqIAs to decision-makers. 
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Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

Tackling fuel poverty 8 Review the effectiveness of arrangements for improving insulation and energy efficiency 
in Council housing.  
 

  

Preparations for 
Growth Sites 

1, 4, 6 Review progress in relation to service provision for the Southern Fringe growth sites and 
preparations for the North West Cambridge growth sites. 
 

  

Use of Consultants  9 Examine use of, and expenditure on, consultants across the authority – examine the 
reasons for their engagement and ensure they have been procured / engaged 
appropriately. Is value for money being achieved. 
 
The audit will also consider the issue of tax avoidance. 
  

  

    TOTAL AUDIT DAYS 116 



Internal Audit Plan 2013 / 2014 
 
 

Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

CONTRACTS AND PROJECTS 
 
Dependent on risk, we review a sample of projects and contracts each year to test whether the council’s governance arrangements are being followed and that contracts provide value for money 
 
Planned Maintenance 
 

4, 9 Review of contract management arrangements for all contractors covered by this key 
contract. Compare spend against HRA capital profile and examine impact if there is any 
slippage. 
 

Yes Key CCC project. High reputational 
risk. 

ICT FM Contract Re-let 
 

9 Provide audit input to the project team responsible for procuring this key contract. Yes Key CCC project. High reputational 
risk. 

Leisure Management 
Contract Re-let 

9 Provide audit input to the project team responsible for procuring this key contract. Yes Key CCC project. High reputational 
risk. 

Park Street Car Park 8, 9 Provide audit input to the project team responsible for managing this key project.  Yes Key CCC project. High reputational 
risk. 

Tour de France 5, 6 Provide audit input and advice to the project team responsible for delivering this project. Yes Key CCC project. High reputational 
risk. 

District Heating Project 8, 9 Provide audit input to the preparation of the business case which will be put together 
jointly with the University. 
 

Yes Key CCC project. High reputational 
risk. 

Clay Farm – 
Community Centre 

ALL Ongoing review of progress in relation to expected deliverables from the project. Yes Key CCC project. High reputational 
risk. 

Clay Farm – Land 
Disposal 
 

ALL Ongoing review of progress in relation to expected deliverables from the project. 
 

Yes Key CCC project. High reputational 
risk. 

Clay Farm – Review of 
Developer agreements 

ALL Examine the developer agreements for the Southern Fringe. Are developers delivering 
according to expectations. 
 

  

Green Deal 8, 9 Provide audit input to this County-wide project to undertake energy saving works in 
private housing. 
 

  

Box Office Ticketing 
Software 

9 Provide audit input to the project team responsible for procuring this contract.  
 

  

Building Cleaning 
Contract 

9 Review progress with the project to provide corporate building cleaning services.   
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Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

Grafton West Car Park 
Refurbishment 

8, 9 Provide audit input to the project team responsible for managing this key contract, 
including an examination of energy efficiency savings expected to be delivered by this 
project. 
 

  

Orchard Upgrade 9 Post-implementation review. (Brought forward from 2012-13) 
 

  

    TOTAL AUDIT DAYS 107 
There is also a small contingency to provide audit input/advice on other projects that arise during the year that are not included in the above list. 
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DEPARTMENT SPECIFIC REVIEWS 
 

Critical Service Review  SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

CHIEF EXECUTIVE 

Elections/Electoral 
Register 
 

2, 9 Review preparations for the implementation of individual electoral registration. Ensure 
that all possible risks have been considered. 

  

    TOTAL AUDIT DAYS 12 

 
 
 

Critical Service Review  SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

CUSTOMER AND COMMUNITY SERVICES 

Folk Festival 6, 9 Review of management arrangements for the delivery of the Folk Festival, including 
contracts 

Yes High profile area 

Implementation of 
Local Taxation Scheme 

1, 2 Review the implementation of the new Local Taxation Scheme and ensure it is being 
appropriately monitored and reviewed. 
 

Yes Key risk to the Council 

Homelessness 
 

4, 9 Examine arrangements for managing the impact of welfare reforms and the slow down in 
the housing market on Homelessness.  
 

  

PREVENT Funding 1, 9 Evaluate the use and effectiveness of the £130k grant given to the Council to encourage 
social cohesion. Ensure that outcomes are being delivered by organisations in receipt of 
grant aid and ensure that this is being monitored. 
 

  

Corn Exchange Box 
Office 

6, 9 Review procedures and controls put in place to manage Box Office transactions 
following the introduction of new ticketing software. 
 
 

  

    TOTAL AUDIT DAYS 52 
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DEPARTMENT SPECIFIC REVIEWS 
 

Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

ENVIRONMENT 

Delivery of Developer 
Contribution Projects 

2, 5 Review of progress with a sample of Developer Contribution funded projects. Yes High profile area 

Planning PIs 
 

5 Review of performance against key Planning PIs. Examine reasons for non-achievement of 
targets - identify bottlenecks, pinch-points etc. 
 

Yes High profile PIs 

Leaseholder Charges 4, 9 Examine the viability of charges made to leasehold properties for grounds maintenance 
costs. 

Yes Audit deferred from previous year 

Building Control  5 Review the systems and controls in place within the Building Control service. Ensure the 
service is complying with recognised accounting and risk management practices. 
 

  

Managing Events on 
Open Spaces 

5, 9 Review the procedures and controls in place for managing events and activities held on the 
Council’s open spaces. To cover the level of co-ordination between services involved in 
managing events, sharing of information and the clarity of procedures. 
 

  

Carbon Reduction 
Management 

8, 9 Review of achievement of carbon reduction targets, including examination of the quality of 
carbon emission monitoring data. 
 

  

Enforcement 3, 9 Review the procedures and controls in place for managing enforcement activities, including 
the degree of co-ordination between the service areas involved in the process. 
 

  

Community 
Infrastructure Levy 
(CIL) 

5 Review arrangements for implementing the new CIL. 
 

  

Licences 6 Review the arrangements for managing information held on the M3 system for Personal 
Alcohol and Taxi Licences.  
 

  

Land Charges 
 

5, 9  Review the systems and controls in place for responding quickly and efficiently to requests 
for searches. Review income levels for the service and establish whether it is breaking 
even. Consider controls over security of data held on the system. 
 
 

  

    TOTAL AUDIT DAYS 112 
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DEPARTMENT SPECIFIC REVIEWS 
 

Critical Service Review SERVICE  /  SYSTEM LINK TO 
COUNCIL 

OBJECTIVE 

AUDIT SCOPE 
Yes Reason 

RESOURCES 

National Fraud 
Initiative 
 

ALL Review and investigation of match reports. 
 

Yes Corporate responsibility  

Admin Building 
Management 

ALL Review the management of Health & Safety issues for admin buildings, including 
completion of fire risk assessments. 
 

  

Compliance with HR 
Policies 

ALL Review the procedures in place for managing cases of long-term sickness absence, 
grievances and disciplinaries, particularly where there are overlaps in these three 
processes. Examine how we ensure consistency in how these policies/procedures are 
managed and identify areas where procedures could be more streamlined.  
 

  

ICT Licensing 
Arrangements 

ALL Review the effectiveness of arrangements in place to manage IT software licences. 
 

  

    TOTAL AUDIT DAYS 69 
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Critical  SERVICE  /  SYSTEM COUNCIL 
OBJECTIVE 

AUDIT SCOPE 
Yes Reason TOTAL 

OTHER RESOURCE PROVISIONS 
 
Throughout the year audit activities will include reviews that have not been specified within the plan, including management requests as a result of changing risks; following up agreed audit actions and 
completion of audit work from the 2012-13 audit plan.  
 
Carry Forward Activities 
 

ALL Completion of audits from 2012-13 IA plan. 
 

  75 

Follow Up Provision  
 

ALL Follow up of actions agreed in 2012-13 audits. 
 

  20 

Project Management/ 
Procurement/ Contract 
Management advice 

ALL Assist Procurement Team in the provision of ongoing advice and support to service areas 
involved in key projects and procurement exercises.  
 

  40 

Fraud / Irregularity 
Contingency 
 

ALL Pro-active counter fraud-work, together with re-active work where suspected irregularities have 
been detected or reported via the whistleblowing route. 
 

  80 

Requested Work 
Contingency 

ALL Allowance exists to provide flexibility within the audit plan for time spent on providing risk and 
control advice to officers, management /members and ad hoc requests and consultancy work. 
 

  70 

Risk Management ALL Reviewing and monitoring of Council’s risks and implementation of actions agreed to mitigate 
risks. 
 

  50 

   
TOTAL  

   
335 
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SUMMARY AUDIT PLAN Days 

CORE SYSTEMS ASSURANCE WORK 68 

ANNUAL GOVERNANCE AND ASSURANCE FRAMEWORK 20 

CORPORATE / CROSS CUTTING AUDITS 116 

CONTRACTS AND PROJECTS 107 

DEPARTMENT SPECIFIC REVIEWS:  

 Chief Executive 12  

 Customer and Community 52  

 Environment 112  

 Resources 69 245 

OTHER RESOURCE PROVISIONS 335 

  TOTAL RESOURCES ALLOCATED (Days) 891 
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SECTION 1 
 

Introduction
A professional, independent and objective internal audit service is one of the key elements of good 
governance, as recognised throughout the UK public sector.

This	document	is	therefore	addressed	to	Accounting	Officers,	Accountable	Officers,	board	and	audit	
committee members, heads of internal audit, internal auditors, external auditors and other stakeholders 
such	as	chief	financial	officers	and	chief	executives.

Framework overview
The Relevant Internal Audit Standard Setters (RIASS)1 have adopted this common set of Public Sector 
Internal Audit Standards (PSIAS) from 1 April 2013. The PSIAS encompass the mandatory elements of 
the Institute of Internal Auditors (IIA) International Professional Practices Framework (IPPF) as follows:

 � Definition	of	Internal	Auditing	

 � Code of Ethics, and 

 � International Standards for the Professional Practice of Internal Auditing (including interpretations   
 and glossary). 

Additional requirements and interpretations for the UK public sector have been inserted in such a way as 
to preserve the integrity of the text of the mandatory elements of the IPPF.

The	overarching	principle	borne	in	mind	when	all	potential	public	sector	interpretations	and/or	specific	
requirements were considered was that only the minimum number of additions should be made to the 
existing IIA Standards. The criteria against which potential public sector requirements were judged for 
inclusion were:

 � where interpretation is required in order to achieve consistent application in the UK public sector

 � where the issue is not addressed or not addressed adequately by the current IIA Standards, or

 � where the IIA standard would be inappropriate or impractical in the context of public sector    
	 governance	(taking	into	account,	for	example,	any	funding	mechanisms,	specific	legislation	etc).

At the same time, the following concepts were also considered of each requirement or interpretation 
being proposed:

 � materiality

 � relevance

 � necessity, and

 � integrity (the additional commentary does not cause inconsistency elsewhere).

1 The Relevant Internal Audit Standard Setters are: HM Treasury in respect of central government; the Scottish Government, the Department 
of Finance and Personnel Northern Ireland and the Welsh Government in respect of central government and the health sector in their 
administrations; the Department of Health in respect of the health sector in England (excluding Foundation Trusts); and the Chartered 
Institute of Public Finance and Accountancy in respect of local government across the UK. 
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Wherever reference is made to the International Standards for the Professional Practice of Internal 
Auditing, this is replaced by the PSIAS. Chief audit executives are expected to report conformance on the 
PSIAS in their annual report.

Purpose of the PSIAS
The objectives of the PSIAS are to:

 � define	the	nature	of	internal	auditing	within	the	UK	public	sector

 � set basic principles for carrying out internal audit in the UK public sector

 � establish a framework for providing internal audit services, which add value to the organisation,   
 leading to improved organisational processes and operations, and

 � establish the basis for the evaluation of internal audit performance and to drive  
 improvement planning.

Additional guidance is a matter for the RIASS.

Scope
The PSIAS apply to all internal audit service providers, whether in-house, shared services or outsourced. 

All	internal	audit	assurance	and	consulting	services	fall	within	the	scope	of	the	Definition	of	Internal	
Auditing (see section 3). The provision of assurance services is the primary role for internal audit in the 
UK public sector. This role requires the chief audit executive to provide an annual internal audit opinion 
based on an objective assessment of the framework of governance, risk management and control. 
Consulting	services	are	advisory	in	nature	and	are	generally	performed	at	the	specific	request	of	the	
organisation, with the aim of improving governance, risk management and control and contributing to the 
overall opinion. 

The Code of Ethics promotes an ethical, professional culture (see section 4). It does not supersede or 
replace internal auditors’ own professional bodies’ Codes of Ethics or those of employing organisations. 
Internal auditors must also have regard to the Committee on Standards of Public Life’s Seven Principles of 
Public Life.

In common with the IIA IPPF on which they are based, the PSIAS comprise Attribute and Performance 
Standards. The Attribute Standards address the characteristics of organisations and parties performing 
internal audit activities. The Performance Standards describe the nature of internal audit activities and 
provide quality criteria against which the performance of these services can be evaluated. While the 
Attribute and Performance Standards apply to all aspects of the internal audit service, the Implementation 
Standards	apply	to	specific	types	of	engagements	and	are	classified	accordingly:

 � Assurance (A) and

 � Consulting (C) activities.

The	Standards	employ	terms	that	have	been	given	specific	meanings	that	are	included	in	the	Glossary.
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Key governance elements
Within the PSIAS, the terms ‘board’ and ‘senior management’ need to be interpreted in the context of 
the governance arrangements within each UK public sector organisation, as these arrangements vary 
in structure and terminology between sectors and from one organisation and the next within in the 
same sector. 

It is also necessary for the chief audit executive to understand the role of the Accounting or Accountable 
Officer,	Chief	Financial	Officer,	chief	executive,	the	audit	committee	and	other	key	officers	or	relevant	
decision-making groups as well as how they relate to each other. Key relationships with these individuals 
and	groups	are	defined	for	each	internal	audit	service	within	its	charter.
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    SECTION 2

 Applicability
 

The Relevant Internal Audit Standard Setters for the various parts of the UK public sector are shown 
below, along with the types of organisations in which the PSIAS should be applied.

SECTOR / 
RELEVANT 
INTERNAL AUDIT 
STANDARD SETTER

 
 
 
Central Government

 
 
 
NHS

 
 
 
Local Government

CIPFA UK
Local authorities.

England & Wales only
The	Office	of	the	Police	
& Crime Commissioner, 
constabularies,	fire	
authorities, National 
Park authorities, joint 
committees and joint 
boards in the UK.

Scotland only
Strathclyde Partnership 
for Transport.

HM Treasury UK*
Government 
departments and their 
executive agencies 
and non-departmental 
public bodies. 

Department  
of Health

England
Clinical Commissioning 
Groups. 
NHS Trusts.
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SECTOR / 
RELEVANT 
INTERNAL AUDIT 
STANDARD SETTER

 
 
 
Central Government

 
 
 
NHS

 
 
 
Local Government

Scottish 
Government

Scotland
The Scottish 
Government, the Crown 
Office	and	Procurator	
Fiscal Service, Executive 
Agencies and non-
ministerial departments, 
non-departmental public 
bodies, the Scottish 
Parliament Corporate 
Body and bodies 
sponsored / supported by 
the Scottish Parliament 
Corporate Body.

Scotland
NHS Boards, Special 
NHS Boards, NHS Board 
partnership bodies in the 
public sector (eg joint 
ventures, Community 
Health Partnerships etc), 
NHS Board subsidiaries.

Welsh 
Government

Wales
The Welsh Government, 
National Assembly 
for Wales and Welsh 
Government sponsored 
bodies including 
commissioners.

Wales
Health Boards and 
Trusts.

Northern Ireland 
Assembly: 
Department of 
Finance and 
Personnel (NI)

Government 
departments, executive 
agencies, non-ministerial 
departments, non-
departmental public 
bodies, NI health and 
social care bodies 
and other relevant 
sponsored bodies.

 
* Unless the body falls under the jurisdiction of the devolved governments.
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SECTION 3

Definition	of	Internal	Auditing
Internal auditing is an independent, objective assurance and consulting activity designed to add value 
and improve an organisation’s operations. It helps an organisation accomplish its objectives by bringing a 
systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control 
and governance processes.
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SECTION 4

Code of Ethics
Public sector requirement

Internal auditors in UK public sector organisations (as set out in the Applicability section) must 
conform to the Code of Ethics as set out below. If individual internal auditors have membership 
of another professional body then he or she must also comply with the relevant requirements of 
that organisation.

The purpose of The Institute’s Code of Ethics is to promote an ethical culture in the profession of internal 
auditing. A code of ethics is necessary and appropriate for the profession of internal auditing, founded as 
it is on the trust placed in its objective assurance about risk management, control and governance. 

The	Institute’s	Code	of	Ethics	extends	beyond	the	definition	of	internal	auditing	to	include	two	
essential components:

Components
1  Principles that are relevant to the profession and practice of internal auditing;

2  Rules of Conduct that describe behaviour norms expected of internal auditors. These rules are an aid   
 to interpreting the Principles into practical applications and are intended to guide the ethical conduct of  
 internal auditors.

The Code of Ethics provides guidance to internal auditors serving others. ‘Internal auditors’ refers 
to	Institute	members	and	those	who	provide	internal	auditing	services	within	the	definition	of	
internal auditing.

Applicability and Enforcement
This Code of Ethics applies to both individuals and entities that provide internal auditing services. For 
Institute members, breaches of the Code of Ethics will be evaluated and administered according to The 
Institute’s Disciplinary Procedures. The fact that a particular conduct is not mentioned in the Rules of 
Conduct does not prevent it from being unacceptable or discreditable and therefore, the member liable to 
disciplinary action.

Public sector interpretation

The ‘Institute’ here refers to the IIA. Disciplinary procedures of other professional bodies and 
employing organisations may apply to breaches of this Code of Ethics.
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1 Integrity

Principle

The integrity of internal auditors establishes trust and thus provides the basis for reliance on 
their judgement.

Rules of Conduct

Internal auditors:

1.1 Shall perform their work with honesty, diligence and responsibility.

1.2 Shall observe the law and make disclosures expected by the law and the profession.

1.3 Shall not knowingly be a party to any illegal activity, or engage in acts that are discreditable to the  
 profession of internal auditing or to the organisation.

1.4 Shall respect and contribute to the legitimate and ethical objectives of the organisation.

2 Objectivity

Principle

Internal auditors exhibit the highest level of professional objectivity in gathering, evaluating and 
communicating information about the activity or process being examined.

Internal auditors make a balanced assessment of all the relevant circumstances and are not unduly 
influenced	by	their	own	interests	or	by	others	in	forming	judgements.

Rules of Conduct

Internal auditors:

2.1  Shall not participate in any activity or relationship that may impair or be presumed to impair their   
 unbiased assessment. This participation includes those activities or relationships that may be in   
	 conflict	with	the	interests	of	the	organisation.

2.2  Shall not accept anything that may impair or be presumed to impair their professional judgement.

2.3  Shall disclose all material facts known to them that, if not disclosed, may distort the reporting of   
 activities under review.

3 Confidentiality

Principle

Internal auditors respect the value and ownership of information they receive and do not disclose 
information without appropriate authority unless there is a legal or professional obligation to do so.

Rules of Conduct

Internal auditors:

3.1 Shall be prudent in the use and protection of information acquired in the course of their duties. 

3.2 Shall not use information for any personal gain or in any manner that would be contrary to the law  
 or detrimental to the legitimate and ethical objectives of the organisation.
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4 Competency

Principle 

Internal auditors apply the knowledge, skills and experience needed in the performance of internal 
auditing services. 

Rules of Conduct

Internal auditors:

4.1  Shall engage only in those services for which they have the necessary knowledge, skills    
 and experience.

4.2 Shall perform internal auditing services in accordance with the International Standards for the   
 Professional Practice of Internal Auditing.

4.3		 Shall	continually	improve	their	proficiency	and	effectiveness	and	quality	of	their	services.

Public sector requirement

Internal auditors who work in the public sector must also have regard to the Committee on 
Standards of Public Life’s Seven Principles of Public Life, information on which can be found at  
www.public-standards.gov.uk
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SECTION 5

Standards
 
Attribute Standards

1000 Purpose, Authority and Responsibility
The	purpose,	authority	and	responsibility	of	the	internal	audit	activity	must	be	formally	defined	in	an	
internal audit charter, consistent with the Definition of Internal Auditing, the Code of Ethics and the 
Standards. The chief audit executive must periodically review the internal audit charter and present it to 
senior management and the board for approval.

Interpretation:

The	internal	audit	charter	is	a	formal	document	that	defines	the	internal	audit	activity’s	purpose,	authority	
and responsibility. The internal audit charter establishes the internal audit activity’s position within the 
organisation, including the nature of the chief audit executive’s functional reporting relationship with 
the board; authorises access to records, personnel and physical properties relevant to the performance 
of	engagements;	and	defines	the	scope	of	internal	audit	activities.	Final	approval	of	the	internal	audit	
charter resides with the board.

Public sector requirement
The internal audit charter must also:

 � define	the	terms	‘board’	and	‘senior	management’	for	the	purposes	of	internal	audit	activity;

 � cover the arrangements for appropriate resourcing;

 � define	the	role	of	internal	audit	in	any	fraud-related	work;	and

 � include	arrangements	for	avoiding	conflicts	of	interest	if	internal	audit	undertakes	 
 non-audit activities.

1000.A1
The	nature	of	assurance	services	provided	to	the	organisation	must	be	defined	in	the	internal	audit	
charter. If assurances are to be provided to parties outside the organisation, the nature of these 
assurances	must	also	be	defined	in	the	internal	audit	charter.

1000.C1
The	nature	of	consulting	services	must	be	defined	in	the	internal	audit	charter.

1010 Recognition of the Definition of Internal Auditing, the Code of Ethics and the Standards in 
the Internal Audit Charter

The mandatory nature of the Definition of Internal Auditing, the Code of Ethics and the Standards must 
be recognised in the internal audit charter. The chief audit executive should discuss the Definition of 
Internal Auditing, the Code of Ethics and the Standards with senior management and the board.
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1100 Independence and Objectivity
The internal audit activity must be independent and internal auditors must be objective in performing 
their work. 

Interpretation:

Independence is the freedom from conditions that threaten the ability of the internal audit activity to 
carry out internal audit responsibilities in an unbiased manner. To achieve the degree of independence 
necessary to effectively carry out the responsibilities of the internal audit activity, the chief audit 
executive has direct and unrestricted access to senior management and the board. This can be achieved 
through a dual-reporting relationship. Threats to independence must be managed at the individual 
auditor, engagement, functional and organisational levels.

Objectivity is an unbiased mental attitude that allows internal auditors to perform engagements in such 
a manner that they believe in their work product and that no quality compromises are made. Objectivity 
requires that internal auditors do not subordinate their judgment on audit matters to others. Threats to 
objectivity must be managed at the individual auditor, engagement, functional and organisational levels.

1110 Organisational Independence

The chief audit executive must report to a level within the organisation that allows the internal audit 
activity	to	fulfil	its	responsibilities.	The	chief	audit	executive	must	confirm	to	the	board,	at	least	annually,	
the organisational independence of the internal audit activity.

Interpretation:

Organisational independence is effectively achieved when the chief audit executive reports functionally to 
the board. Examples of functional reporting to the board involve the board:

 � approving the internal audit charter;

 � approving the risk based internal audit plan;

 � approving the internal audit budget and resource plan;

 � receiving communications from the chief audit executive on the internal audit activity’s    
 performance relative to its plan and other matters;

 � approving decisions regarding the appointment and removal of the chief audit executive;

 � approving the remuneration of the chief audit executive; and

 � making appropriate enquiries of management and the chief audit executive to determine whether   
 there are inappropriate scope or resource limitations.

Public sector requirement
The chief audit executive must report functionally to the board. The chief audit executive must also 
establish effective communication with, and have free and unfettered access to, the chief executive 
(or equivalent) and the chair of the audit committee.

Public sector interpretation
Governance requirements in the UK public sector would not generally involve the board approving 
the	CAE’s	remuneration	specifically.		The	underlying	principle	is	that	the	independence	of	the	
CAE is safeguarded by ensuring that his or her remuneration or performance assessment is not 
inappropriately	influenced	by	those	subject	to	audit.		In	the	UK	public	sector	this	can	be	achieved	by	
ensuring that the chief executive (or equivalent) undertakes, countersigns, contributes feedback to or 
reviews the performance appraisal of the CAE and that feedback is also sought from the chair of the 
audit committee.
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1110.A1
The internal audit activity must be free from interference in determining the scope of internal auditing, 
performing work and communicating results. 

1111 Direct Interaction with the Board

The chief audit executive must communicate and interact directly with the board.

1120 Individual Objectivity

Internal	auditors	must	have	an	impartial,	unbiased	attitude	and	avoid	any	conflict	of	interest.

Interpretation:

Conflict	of	interest	is	a	situation	in	which	an	internal	auditor,	who	is	in	a	position	of	trust,	has	a	competing	
professional	or	personal	interest.	Such	competing	interests	can	make	it	difficult	to	fulfil	his	or	her	duties	
impartially.	A	conflict	of	interest	exists	even	if	no	unethical	or	improper	act	results.	A	conflict	of	interest	
can	create	an	appearance	of	impropriety	that	can	undermine	confidence	in	the	internal	auditor,	the	
internal	audit	activity	and	the	profession.	A	conflict	of	interest	could	impair	an	individual’s	ability	to	
perform his or her duties and responsibilities objectively.

1130 Impairment to Independence or Objectivity

If independence or objectivity is impaired in fact or appearance, the details of the impairment must be 
disclosed to appropriate parties. The nature of the disclosure will depend upon the impairment.

Interpretation:

Impairment to organisational independence and individual objectivity may include, but is not limited to, 
personal	conflict	of	interest,	scope	limitations,	restrictions	on	access	to	records,	personnel	and	properties	
and resource limitations, such as funding.

The determination of appropriate parties to which the details of an impairment to independence or 
objectivity must be disclosed is dependent upon the expectations of the internal audit activity’s and the 
chief audit executive’s responsibilities to senior management and the board as described in the internal 
audit charter, as well as the nature of the impairment. 

1130.A1
Internal	auditors	must	refrain	from	assessing	specific	operations	for	which	they	were	previously	
responsible. Objectivity is presumed to be impaired if an internal auditor provides assurance services for 
an activity for which the internal auditor had responsibility within the previous year.

1130.A2
Assurance engagements for functions over which the chief audit executive has responsibility must be 
overseen by a party outside the internal audit activity.

1130.C1
Internal auditors may provide consulting services relating to operations for which they had 
previous responsibilities.
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1130.C2
If internal auditors have potential impairments to independence or objectivity relating to proposed 
consulting services, disclosure must be made to the engagement client prior to accepting 
the engagement.

Public sector requirement

Approval	must	be	sought	from	the	board	for	any	significant	additional	consulting	services	not	already	
included in the audit plan, prior to accepting the engagement.

1200 Proficiency and Due Professional Care
Engagements	must	be	performed	with	proficiency	and	due	professional	care.

1210 Proficiency

Internal auditors must possess the knowledge, skills and other competencies needed to perform their 
individual responsibilities. The internal audit activity collectively must possess or obtain the knowledge, 
skills and other competencies needed to perform its responsibilities.

Interpretation:

Knowledge,	skills	and	other	competencies	is	a	collective	term	that	refers	to	the	professional	proficiency	
required of internal auditors to effectively carry out their professional responsibilities. Internal auditors 
are	encouraged	to	demonstrate	their	proficiency	by	obtaining	appropriate	professional	certifications	and	
qualifications,	such	as	the	Certified	Internal	Auditor	designation	and	other	designations	offered	by	The	
Institute of Internal Auditors and other appropriate professional organisations.

Public sector requirement

The	chief	audit	executive	must	hold	a	professional	qualification	(CMIIA,	CCAB	or	equivalent)	and	be	
suitably experienced.

1210.A1
The chief audit executive must obtain competent advice and assistance if the internal auditors lack the 
knowledge, skills, or other competencies needed to perform all or part of the engagement.

1210.A2
Internal	auditors	must	have	sufficient	knowledge	to	evaluate	the	risk	of	fraud	and	the	manner	in	which	it	
is managed by the organisation, but are not expected to have the expertise of a person whose primary 
responsibility is detecting and investigating fraud.

1210.A3
Internal	auditors	must	have	sufficient	knowledge	of	key	information	technology	risks	and	controls	and	
available technology-based audit techniques to perform their assigned work. However, not all internal 
auditors are expected to have the expertise of an internal auditor whose primary responsibility is 
information technology auditing.
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1210.C1
The chief audit executive must decline the consulting engagement or obtain competent advice and 
assistance if the internal auditors lack the knowledge, skills, or other competencies needed to perform all 
or part of the engagement.

1220 Due Professional Care

Internal auditors must apply the care and skill expected of a reasonably prudent and competent internal 
auditor. Due professional care does not imply infallibility.

1220.A1
Internal auditors must exercise due professional care by considering the:

 � Extent of work needed to achieve the engagement’s objectives;

 � Relative	complexity,	materiality	or	significance	of	matters	to	which	assurance	procedures	are	applied;

 � Adequacy and effectiveness of governance, risk management and control processes;

 � Probability	of	significant	errors,	fraud,	or	non-compliance;	and

 � Cost	of	assurance	in	relation	to	potential	benefits.

1220.A2
In exercising due professional care internal auditors must consider the use of technology-based audit and 
other data analysis techniques.

1220.A3
Internal	auditors	must	be	alert	to	the	significant	risks	that	might	affect	objectives,	operations	or	
resources. However, assurance procedures alone, even when performed with due professional care, do 
not	guarantee	that	all	significant	risks	will	be	identified.

1220.C1
Internal auditors must exercise due professional care during a consulting engagement by considering the:

 � Needs and expectations of clients, including the nature, timing and communication of     
 engagement results;

 � Relative complexity and extent of work needed to achieve the engagement’s objectives; and

 � Cost	of	the	consulting	engagement	in	relation	to	potential	benefits.

1230 Continuing Professional Development

Internal auditors must enhance their knowledge, skills and other competencies through continuing 
professional development.

1300 Quality Assurance and Improvement Programme
The chief audit executive must develop and maintain a quality assurance and improvement programme 
that covers all aspects of the internal audit activity.

Interpretation:

A quality assurance and improvement programme is designed to enable an evaluation of the internal 
audit activity’s conformance with the Definition of Internal Auditing and the Standards and an evaluation 
of whether internal auditors apply the Code of Ethics.	The	programme	also	assesses	the	efficiency	and	
effectiveness	of	the	internal	audit	activity	and	identifies	opportunities	for	improvement.
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1310 Requirements of the Quality Assurance and Improvement Programme

The quality assurance and improvement programme must include both internal and external assessments. 

1311 Internal Assessments

Internal assessments must include:

 � Ongoing monitoring of the performance of the internal audit activity; and

 � Periodic	self-assessments	or	assessments	by	other	persons	within	the	organisation	with	sufficient		 	
 knowledge of internal audit practices.

Interpretation:

Ongoing monitoring is an integral part of the day-to-day supervision, review and measurement of the 
internal audit activity. Ongoing monitoring is incorporated into the routine policies and practices used to 
manage the internal audit activity and uses processes, tools and information considered necessary to 
evaluate conformance with the Definition of Internal Auditing, the Code of Ethics and the Standards.

Periodic assessments are conducted to evaluate conformance with the Definition of Internal Auditing, the 
Code of Ethics and the Standards.

Sufficient	knowledge	of	internal	audit	practices	requires	at	least	an	understanding	of	all	elements	of	the	
International Professional Practices Framework.

1312 External Assessments

External	assessments	must	be	conducted	at	least	once	every	five	years	by	a	qualified,	independent	
assessor or assessment team from outside the organisation. The chief audit executive must discuss with 
the board:

 � The form of external assessments; 

 � The	qualifications	and	independence	of	the	external	assessor	or	assessment	team,	including	any		 	
	 potential	conflict	of	interest;	and

 � The need for more frequent external assessments.

Interpretation:

External assessments can be in the form of a full external assessment, or a self-assessment with 
independent validation.

A	qualified	assessor	or	assessment	team	demonstrates	competence	in	two	areas:	the	professional	
practice of internal auditing and the external assessment process. Competence can be demonstrated 
through a mixture of experience and theoretical learning. Experience gained in organisations of similar 
size, complexity, sector or industry and technical issues is more valuable than less relevant experience. In 
the case of an assessment team, not all members of the team need to have all the competencies; it is the 
team	as	a	whole	that	is	qualified.	The	chief	audit	executive	uses	professional	judgment	when	assessing	
whether	an	assessor	or	assessment	team	demonstrates	sufficient	competence	to	be	qualified.

An	independent	assessor	or	assessment	team	means	not	having	either	a	real	or	an	apparent	conflict	
of interest and not being a part of, or under the control of, the organisation to which the internal audit 
activity belongs.
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Public sector requirement

The chief audit executive must agree the scope of external assessments with an appropriate sponsor, 
eg	the	Accounting/Accountable	Officer	or	chair	of	the	audit	committee	as	well	as	with	the	external	
assessor or assessment team.

1320 Reporting on the Quality Assurance and Improvement Programme

The chief audit executive must communicate the results of the quality assurance and improvement 
programme to senior management and the board.

Interpretation:

The form, content and frequency of communicating the results of the quality assurance and improvement 
programme is established through discussions with senior management and the board and considers the 
responsibilities of the internal audit activity and chief audit executive as contained in the internal audit 
charter. To demonstrate conformance with the Definition of Internal Auditing, the Code of Ethics and the 
Standards, the results of external and periodic internal assessments are communicated upon completion 
of such assessments and the results of ongoing monitoring are communicated at least annually. The 
results include the assessor’s or assessment team’s evaluation with respect to the degree of conformance.

Public sector requirement

Progress against any improvement plans, agreed following external assessment, must be reported in 
the annual report.

1321 Use of Conforms with the International Standards for the Professional Practice of 
Internal Auditing

The chief audit executive may state that the internal audit activity conforms with the International 
Standards for the Professional Practice of Internal Auditing only if the results of the quality assurance and 
improvement programme support this statement. 

Interpretation:

The internal audit activity conforms with the International Standards when it achieves the outcomes 
described in the Definition of Internal Auditing, Code of Ethics and International Standards.

The results of the quality assurance and improvement programme include the results of both internal and 
external assessments. All internal audit activities will have the results of internal assessments. Internal 
audit	activities	in	existence	for	at	least	five	years	will	also	have	the	results	of	external	assessments.

1322 Disclosure of Non-conformance

When non-conformance with the Definition of Internal Auditing, the Code of Ethics or the Standards 
impacts the overall scope or operation of the internal audit activity, the chief audit executive must disclose 
the non-conformance and the impact to senior management and the board. 

Public sector requirement

Instances	of	non-conformance	must	be	reported	to	the	board.	More	significant	deviations	must	be	
considered for inclusion in the governance statement.
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Performance Standards

2000 Managing the Internal Audit Activity
The chief audit executive must effectively manage the internal audit activity to ensure it adds value to 
the organisation.

Interpretation:

The internal audit activity is effectively managed when:

 � The results of the internal audit activity’s work achieve the purpose and responsibility included in the   
 internal audit charter;

 � The internal audit activity conforms with the Definition of Internal Auditing and the Standards; and

 � The individuals who are part of the internal audit activity demonstrate conformance with the Code of   
 Ethics and the Standards.

The internal audit activity adds value to the organisation (and its stakeholders) when it provides 
objective	and	relevant	assurance,	and	contributes	to	the	effectiveness	and	efficiency	of	governance,	risk	
management and control processes.

2010 Planning

The chief audit executive must establish risk-based plans to determine the priorities of the internal audit 
activity, consistent with the organisation’s goals.

Interpretation:

The chief audit executive is responsible for developing a risk-based plan. The chief audit executive takes 
into account the organisation’s risk management framework, including using risk appetite levels set 
by management for the different activities or parts of the organisation. If a framework does not exist, 
the chief audit executive uses his/her own judgment of risks after consideration of input from senior 
management and the board. The chief audit executive must review and adjust the plan, as necessary, in 
response to changes in the organisation’s business, risks, operations, programs, systems, and controls.

Public sector requirement

The risk-based plan must take into account the requirement to produce an annual internal audit 
opinion and the assurance framework. It must incorporate or be linked to a strategic or high-level 
statement of how the internal audit service will be delivered and developed in accordance with the 
internal audit charter and how it links to the organisational objectives and priorities.

2010.A1
The internal audit activity’s plan of engagements must be based on a documented risk assessment, 
undertaken at least annually. The input of senior management and the board must be considered in 
this process.

2010.A2
The chief audit executive must identify and consider the expectations of senior management, the board 
and other stakeholders for internal audit opinions and other conclusions.
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2010.C1
The chief audit executive should consider accepting proposed consulting engagements based on the 
engagement’s potential to improve management of risks, add value and improve the organisation’s 
operations. Accepted engagements must be included in the plan.

2020 Communication and Approval

The chief audit executive must communicate the internal audit activity’s plans and resource requirements, 
including	significant	interim	changes,	to	senior	management	and	the	board	for	review	and	approval.	The	
chief audit executive must also communicate the impact of resource limitations. 

2030 Resource Management

The	chief	audit	executive	must	ensure	that	internal	audit	resources	are	appropriate,	sufficient	and	
effectively deployed to achieve the approved plan.

Interpretation:

Appropriate refers to the mix of knowledge, skills and other competencies needed to perform the plan. 
Sufficient	refers	to	the	quantity	of	resources	needed	to	accomplish	the	plan.	Resources	are	effectively	
deployed when they are used in a way that optimises the achievement of the approved plan.

Public sector requirement

The risk-based plan must explain how internal audit’s resource requirements have been assessed.

Where the chief audit executive believes that the level of agreed resources will impact adversely on 
the provision of the annual internal audit opinion, the consequences must be brought to the attention 
of the board.

2040 Policies and Procedures

The chief audit executive must establish policies and procedures to guide the internal audit activity.

Interpretation:

The form and content of policies and procedures are dependent upon the size and structure of the internal 
audit activity and the complexity of its work.

2050 Coordination

The chief audit executive should share information and coordinate activities with other internal and 
external providers of assurance and consulting services to ensure proper coverage and minimise 
duplication of efforts.

Public sector requirement

The chief audit executive must include in the risk-based plan the approach to using other sources of 
assurance and any work required to place reliance upon those other sources.
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2060 Reporting to Senior Management and the Board

The chief audit executive must report periodically to senior management and the board on the internal 
audit activity’s purpose, authority, responsibility and performance relative to its plan. Reporting must also 
include	significant	risk	exposures	and	control	issues,	including	fraud	risks,	governance	issues	and	other	
matters needed or requested by senior management and the board.

Interpretation:

The frequency and content of reporting are determined in discussion with senior management and the 
board and depend on the importance of the information to be communicated and the urgency of the 
related actions to be taken by senior management or the board.

2070 External Service Provider and Organisational Responsibility for Internal Audit

When an external service provider serves as the internal audit activity, the provider must make the 
organisation aware that the organisation has the responsibility for maintaining an effective internal 
audit activity.

Interpretation:

This responsibility is demonstrated through the quality assurance and improvement programme 
which assesses conformance with the Definition of Internal Auditing, the Code of Ethics and the 
International Standards.

2100 Nature of Work
The internal audit activity must evaluate and contribute to the improvement of governance, risk 
management and control processes using a systematic and disciplined approach.

2110 Governance

The internal audit activity must assess and make appropriate recommendations for improving the 
governance process in its accomplishment of the following objectives:

 � Promoting appropriate ethics and values within the organisation;

 � Ensuring effective organisational performance management and accountability;

 � Communicating risk and control information to appropriate areas of the organisation; and

 � Coordinating the activities of and communicating information among the board, external and internal   
 auditors and management.

2110.A1
The internal audit activity must evaluate the design, implementation and effectiveness of the 
organisation’s ethics-related objectives, programmes and activities.

2110.A2
The internal audit activity must assess whether the information technology governance of the organisation 
supports the organisation’s strategies and objectives.
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2120 Risk Management

The internal audit activity must evaluate the effectiveness and contribute to the improvement of risk 
management processes. 

Interpretation:

Determining whether risk management processes are effective is a judgment resulting from the internal 
auditor’s assessment that:

 � Organisational objectives support and align with the organisation’s mission;

 � Significant	risks	are	identified	and	assessed;

 � Appropriate risk responses are selected that align risks with the organisation’s risk appetite; and

 � Relevant risk information is captured and communicated in a timely manner across the organisation,   
 enabling staff, management and the board to carry out their responsibilities.

The internal audit activity may gather the information to support this assessment during multiple 
engagements. The results of these engagements, when viewed together, provide an understanding of the 
organisation’s risk management processes and their effectiveness. 

Risk management processes are monitored through ongoing management activities, separate evaluations, 
or both. 

2120.A1
The internal audit activity must evaluate risk exposures relating to the organisation’s governance, 
operations and information systems regarding the:

 � Achievement of the organisation’s strategic objectives;

 � Reliability	and	integrity	of	financial	and	operational	information;

 � Effectiveness	and	efficiency	of	operations	and	programmes;

 � Safeguarding of assets; and

 � Compliance with laws, regulations, policies, procedures and contracts.

2120.A2
The internal audit activity must evaluate the potential for the occurrence of fraud and how the 
organisation manages fraud risk.

2120.C1
During consulting engagements, internal auditors must address risk consistent with the engagement’s 
objectives	and	be	alert	to	the	existence	of	other	significant	risks.

2120.C2
Internal auditors must incorporate knowledge of risks gained from consulting engagements into their 
evaluation of the organisation’s risk management processes.

2120.C3
When assisting management in establishing or improving risk management processes, internal auditors 
must refrain from assuming any management responsibility by actually managing risks.
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2130 Control

The internal audit activity must assist the organisation in maintaining effective controls by evaluating their 
effectiveness	and	efficiency	and	by	promoting	continuous	improvement.

2130.A1
The internal audit activity must evaluate the adequacy and effectiveness of controls in responding to risks 
within the organisation’s governance, operations and information systems regarding the:

 � Achievement of the organisation’s strategic objectives;

 � Reliability	and	integrity	of	financial	and	operational	information;

 � Effectiveness	and	efficiency	of	operations	and	programmes;

 � Safeguarding of assets; and

 � Compliance with laws, regulations, policies, procedures and contracts.

2130.C1
Internal auditors must incorporate knowledge of controls gained from consulting engagements into the 
evaluation of the organisation’s control processes.

2200 Engagement Planning
Internal auditors must develop and document a plan for each engagement, including the engagement’s 
objectives, scope, timing and resource allocations.

2201 Planning Considerations

In planning the engagement, internal auditors must consider:

 � The objectives of the activity being reviewed and the means by which the activity controls    
 its performance;

 � The	significant	risks	to	the	activity,	its	objectives,	resources	and	operations	and	the	means	by	which		 	
 the potential impact of risk is kept to an acceptable level;

 � The adequacy and effectiveness of the activity’s governance, risk management and control processes   
 compared to a relevant framework or model; and

 � The	opportunities	for	making	significant	improvements	to	the	activity’s	governance,	risk	management		
 and control processes.

2201.A1
When planning an engagement for parties outside the organisation, internal auditors must establish 
a written understanding with them about objectives, scope, respective responsibilities and other 
expectations, including restrictions on distribution of the results of the engagement and access to 
engagement records.

2201.C1
Internal auditors must establish an understanding with consulting engagement clients about objectives, 
scope,	respective	responsibilities	and	other	client	expectations.	For	significant	engagements,	this	
understanding must be documented.
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2210 Engagement Objectives

Objectives must be established for each engagement.

2210.A1
Internal auditors must conduct a preliminary assessment of the risks relevant to the activity under 
review.	Engagement	objectives	must	reflect	the	results	of	this	assessment.

2210.A2
Internal	auditors	must	consider	the	probability	of	significant	errors,	fraud,	non-compliance	and	other	
exposures when developing the engagement objectives.

2210.A3
Adequate criteria are needed to evaluate governance, risk management and controls. Internal auditors 
must ascertain the extent to which management and/or the board has established adequate criteria to 
determine whether objectives and goals have been accomplished. If adequate, internal auditors must use 
such criteria in their evaluation. If inadequate, internal auditors must work with management and/or the 
board to develop appropriate evaluation criteria.

Public sector interpretation

In the public sector, criteria are likely to include value for money.

2210.C1
Consulting engagement objectives must address governance, risk management and control processes to 
the extent agreed upon with the client.

2210.C2
Consulting engagement objectives must be consistent with the organisation’s values, strategies 
and objectives. 

2220 Engagement Scope

The	established	scope	must	be	sufficient	to	satisfy	the	objectives	of	the	engagement.

2220.A1
The scope of the engagement must include consideration of relevant systems, records, personnel and 
physical properties, including those under the control of third parties.

2220.A2
If	significant	consulting	opportunities	arise	during	an	assurance	engagement,	a	specific	written	
understanding as to the objectives, scope, respective responsibilities and other expectations 
should be reached and the results of the consulting engagement communicated in accordance with 
consulting standards.

2220.C1
In performing consulting engagements, internal auditors must ensure that the scope of the engagement 
is	sufficient	to	address	the	agreed-upon	objectives.	If	internal	auditors	develop	reservations	about	the	
scope during the engagement, these reservations must be discussed with the client to determine whether 
to continue with the engagement.
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2220.C2
During consulting engagements, internal auditors must address controls consistent with the engagement’s 
objectives	and	be	alert	to	significant	control	issues.

2230 Engagement Resource Allocation

Internal	auditors	must	determine	appropriate	and	sufficient	resources	to	achieve	engagement	objectives	
based on an evaluation of the nature and complexity of each engagement, time constraints and 
available resources.

2240 Engagement Work Programme

Internal auditors must develop and document work programmes that achieve the engagement objectives.

2240.A1
Work programmes must include the procedures for identifying, analysing, evaluating and documenting 
information during the engagement. The work programme must be approved prior to its implementation 
and any adjustments approved promptly.

2240.C1
Work programmes for consulting engagements may vary in form and content depending upon the nature 
of the engagement.

2300 Performing the Engagement
Internal	auditors	must	identify,	analyse,	evaluate	and	document	sufficient	information	to	achieve	the	
engagement’s objectives.

2310 Identifying Information

Internal	auditors	must	identify	sufficient,	reliable,	relevant	and	useful	information	to	achieve	the	
engagement’s objectives.

Interpretation:

Sufficient	information	is	factual,	adequate	and	convincing	so	that	a	prudent,	informed	person	would	reach	
the same conclusions as the auditor. Reliable information is the best attainable information through the 
use of appropriate engagement techniques. Relevant information supports engagement observations and 
recommendations and is consistent with the objectives for the engagement. Useful information helps the 
organisation meet its goals.

2320 Analysis and Evaluation

Internal auditors must base conclusions and engagement results on appropriate analyses and evaluations.

2330 Documenting Information

Internal auditors must document relevant information to support the conclusions and engagement results.

2330.A1
The chief audit executive must control access to engagement records. The chief audit executive must 
obtain the approval of senior management and/or legal counsel prior to releasing such records to external 
parties, as appropriate.
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2330.A2
The chief audit executive must develop retention requirements for engagement records, regardless of 
the medium in which each record is stored. These retention requirements must be consistent with the 
organisation’s guidelines and any pertinent regulatory or other requirements.

2330.C1
The chief audit executive must develop policies governing the custody and retention of consulting 
engagement records, as well as their release to internal and external parties. These policies must be 
consistent with the organisation’s guidelines and any pertinent regulatory or other requirements.

2340 Engagement Supervision

Engagements must be properly supervised to ensure objectives are achieved, quality is assured and staff 
are developed.

Interpretation:

The	extent	of	supervision	required	will	depend	on	the	proficiency	and	experience	of	internal	auditors	and	
the complexity of the engagement. The chief audit executive has overall responsibility for supervising the 
engagement, whether performed by or for the internal audit activity, but may designate appropriately 
experienced members of the internal audit activity to perform the review. Appropriate evidence of 
supervision is documented and retained.

2400 Communicating Results
Internal auditors must communicate the results of engagements.

2410 Criteria for Communicating

Communications must include the engagement’s objectives and scope as well as applicable conclusions, 
recommendations and action plans.

2410.A1
Final communication of engagement results must, where appropriate, contain internal auditors’ opinion 
and/or conclusions. When issued, an opinion or conclusion must take account of the expectations of 
senior	management,	the	board	and	other	stakeholders	and	must	be	supported	by	sufficient,	reliable,	
relevant and useful information.

Interpretation:

Opinions at the engagement level may be ratings, conclusions or other descriptions of the results. Such 
an	engagement	may	be	in	relation	to	controls	around	a	specific	process,	risk	or	business	unit.	The	
formulation	of	such	opinions	requires	consideration	of	the	engagement	results	and	their	significance.

2410.A2
Internal auditors are encouraged to acknowledge satisfactory performance in 
engagement communications.

2410.A3
When releasing engagement results to parties outside the organisation, the communication must include 
limitations on distribution and use of the results.

2410.C1
Communication of the progress and results of consulting engagements will vary in form and content 
depending upon the nature of the engagement and the needs of the client.
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2420 Quality of Communications

Communications must be accurate, objective, clear, concise, constructive, complete and timely.

Interpretation:

Accurate communications are free from errors and distortions and are faithful to the underlying 
facts. Objective communications are fair, impartial and unbiased and are the result of a fair-minded 
and balanced assessment of all relevant facts and circumstances. Clear communications are easily 
understood	and	logical,	avoiding	unnecessary	technical	language	and	providing	all	significant	and	relevant	
information.	Concise	communications	are	to	the	point	and	avoid	unnecessary	elaboration,	superfluous	
detail, redundancy and wordiness. Constructive communications are helpful to the engagement client and 
the organisation and lead to improvements where needed. Complete communications lack nothing that 
is	essential	to	the	target	audience	and	include	all	significant	and	relevant	information	and	observations	
to support recommendations and conclusions. Timely communications are opportune and expedient, 
depending	on	the	significance	of	the	issue,	allowing	management	to	take	appropriate	corrective	action.

2421 Errors and Omissions

If	a	final	communication	contains	a	significant	error	or	omission,	the	chief	audit	executive	must	
communicate corrected information to all parties who received the original communication.

2430 Use of Conducted in Conformance with the International Standards for the Professional 
Practice of Internal Auditing

Internal auditors may report that their engagements are conducted in conformance with the International 
Standards for the Professional Practice of Internal Auditing, only if the results of the quality assurance and 
improvement programme support the statement.

2431 Engagement Disclosure of Non-conformance

When non-conformance with the Definition of Internal Auditing, the Code of Ethics or the Standards 
impacts	a	specific	engagement,	communication	of	the	engagement	results	must	disclose	the:

 � Principle or rule of conduct of the Code of Ethics or Standard(s) with which full conformance was   
 not achieved;

 � Reason(s) for non-conformance; and

 � Impact of non-conformance on the engagement and the communicated engagement results.

2440 Disseminating Results

The chief audit executive must communicate results to the appropriate parties.

Interpretation:

The	chief	audit	executive	is	responsible	for	reviewing	and	approving	the	final	engagement	communication	
before issuance and deciding to whom and how it will be disseminated.

2440.A1
The	chief	audit	executive	is	responsible	for	communicating	the	final	results	to	parties	who	can	ensure	that	
the results are given due consideration.
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2440.A2
If not otherwise mandated by legal, statutory, or regulatory requirements, prior to releasing results to 
parties outside the organisation the chief audit executive must:

 � Assess the potential risk to the organisation;

 � Consult with senior management and/ or legal counsel as appropriate; and

 � Control dissemination by restricting the use of the results.

2440.C1
The	chief	audit	executive	is	responsible	for	communicating	the	final	results	of	consulting	engagements	
to clients.

2440.C2
During	consulting	engagements,	governance,	risk	management	and	control	issues	may	be	identified.	
Whenever	these	issues	are	significant	to	the	organisation,	they	must	be	communicated	to	senior	
management and the board.

2450 Overall Opinions

When an overall opinion is issued, it must take into account the expectations of senior management, 
the	board	and	other	stakeholders	and	must	be	supported	by	sufficient,	reliable,	relevant	and	
useful information.

Interpretation:

The communication will identify:

 � The scope including the time period to which the opinion pertains.

 � Scope limitations.

 � Consideration of all related projects including the reliance on other assurance providers.

 � The risk or control framework or other criteria used as a basis for the overall opinion.

 � The overall opinion, judgment or conclusion reached.

The reasons for an unfavourable overall opinion must be stated.

Public sector requirement

The chief audit executive must deliver an annual internal audit opinion and report that can be used by 
the organisation to inform its governance statement. 

The annual internal audit opinion must conclude on the overall adequacy and effectiveness of the 
organisation’s framework of governance, risk management and control.

The annual report must incorporate:

 � the opinion;

 � a summary of the work that supports the opinion; and

 � a statement on conformance with the Public Sector Internal Audit Standards and the results of  
 the quality assurance and improvement programme.

Public Sector Internal Audit Standards     29



2500 Monitoring Progress
The chief audit executive must establish and maintain a system to monitor the disposition of results 
communicated to management.

2500.A1
The chief audit executive must establish a follow-up process to monitor and ensure that management 
actions have been effectively implemented or that senior management has accepted the risk of not 
taking action.

2500.C1
The internal audit activity must monitor the disposition of results of consulting engagements to the extent 
agreed upon with the client.

2600 Communicating the Acceptance of Risks
When the chief audit executive concludes that management has accepted a level of risk that may 
be unacceptable to the organisation, the chief audit executive must discuss the matter with senior 
management. If the chief audit executive determines that the matter has not been resolved, the chief 
audit executive must communicate the matter to the board.

Interpretation:

The	identification	of	risk	accepted	by	management	may	be	observed	through	an	assurance	or	consulting	
engagement, monitoring progress on actions taken by management as a result of prior engagements, or 
other means. It is not the responsibility of the chief audit executive to resolve the risk.

 

30     Public Sector Internal Audit Standards



 Glossary

Add Value
The internal audit activity adds value to the organisation (and its stakeholders) when it provides 
objective	and	relevant	assurance,	and	contributes	to	the	effectiveness	and	efficiency	of	governance,	risk	
management and control processes.

Adequate Control
Present if management has planned and organised (designed) in a manner that provides reasonable 
assurance that the organisation’s risks have been managed effectively and that the organisation’s goals 
and	objectives	will	be	achieved	efficiently	and	economically.

Public sector definition: Assurance Framework

This is the primary tool used by a board to ensure that it is properly informed on the risks of not 
meeting its objectives or delivering appropriate outcomes and that it has adequate assurances on the 
design and operation of the systems in place to mitigate those risks.

Assurance Services
An objective examination of evidence for the purpose of providing an independent assessment on 
governance,	risk	management	and	control	processes	for	the	organisation.	Examples	may	include	financial,	
performance, compliance, system security and due diligence engagements.

Public sector definition: Audit Committee

The governance group charged with independent assurance of the adequacy of the risk management 
framework,	the	internal	control	environment	and	the	integrity	of	financial	reporting.

Board
The highest level of governing body charged with responsibility to direct and oversee the activities and 
management of the organisation. Typically, this includes an independent group of directors (eg a board 
of directors, a supervisory board or a board of governors or trustees). If such a group does not exist, 
the ‘board’ is the head of the company or agency. ‘Board’ may refer to an audit committee to which the 
governing body has delegated its authority.
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Charter
The	internal	audit	charter	is	a	formal	document	that	defines	the	internal	audit	activity’s	purpose,	authority	
and responsibility. The internal audit charter establishes the internal audit activity’s position within the 
organisation; authorises access to records, personnel and physical properties relevant to the performance 
of	engagements;	and	defines	the	scope	of	internal	audit	activities.

Chief Audit Executive
Chief audit executive describes a person in a senior position responsible for effectively managing the 
internal audit activity in accordance with the internal audit charter and the Definition of Internal Auditing, 
the Code of Ethics and the International Standards. The chief audit executive or others reporting to the 
chief	audit	executive	will	have	appropriate	professional	certifications	and	qualifications.	The	specific	job	
title of the chief audit executive may vary across organisations.

Code of Ethics
The Code of Ethics of The Institute of Internal Auditors (IIA) are Principles relevant to the profession and 
practice of internal auditing and Rules of Conduct that describe behaviour expected of internal auditors. 
The Code of Ethics applies to both parties and entities that provide internal audit services.

The purpose of the Code of Ethics is to promote an ethical culture in the global profession of 
internal auditing.

Compliance
Adherence to policies, plans, procedures, laws, regulations, contracts, or other requirements.

Conflict of Interest
Any	relationship	that	is,	or	appears	to	be,	not	in	the	best	interest	of	the	organisation.	A	conflict	of	interest	
would prejudice an individual’s ability to perform his or her duties and responsibilities objectively.

Consulting Services
Advisory and related client service activities, the nature and scope of which are agreed with the client, are 
intended to add value and improve an organisation’s governance, risk management and control processes 
without the internal auditor assuming management responsibility. Examples include counsel, advice, 
facilitation and training.

Control
Any action taken by management, the board and other parties to manage risk and increase the likelihood 
that established objectives and goals will be achieved. Management plans, organises and directs 
the	performance	of	sufficient	actions	to	provide	reasonable	assurance	that	objectives	and	goals	will	
be achieved.
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Control Environment
The attitude and actions of the board and management regarding the importance of control within 
the organisation. The control environment provides the discipline and structure for the achievement 
of the primary objectives of the system of internal control. The control environment includes the 
following elements:

 � Integrity and ethical values.

 � Management’s philosophy and operating style.

 � Organisational structure.

 � Assignment of authority and responsibility.

 � Human resource policies and practices.

 � Competence of personnel.

Control Processes
The policies, procedures and activities that are part of a control framework, designed to ensure that risks 
are contained within the level of risk that an organisation is willing to accept.

Engagement
A	specific	internal	audit	assignment,	task,	or	review	activity,	such	as	an	internal	audit,	control	self-
assessment review, fraud examination, or consultancy. An engagement may include multiple tasks or 
activities	designed	to	accomplish	a	specific	set	of	related	objectives.

Engagement Objectives
Broad	statements	developed	by	internal	auditors	that	define	intended	engagement	accomplishments.	

Engagement Opinion
The ratings, conclusions or other descriptions of results of an individual internal audit engagement 
based upon the procedures performed, relating only to those aspects within the objectives and scope of 
the engagement.

Engagement Work Programme
A document that lists the procedures to be followed during an engagement, designed to achieve the 
engagement plan.

External Service Provider
A	person	or	firm	outside	of	the	organisation	that	has	special	knowledge,	skill	and	experience	in	a	
particular discipline.
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Fraud
Any illegal act characterised by deceit, concealment or violation of trust. These acts are not dependent 
upon the threat of violence or physical force. Frauds are perpetrated by parties and organisations to 
obtain money, property or services; to avoid payment or loss of services; or to secure personal or 
business advantage.

Governance
The combination of processes and structures implemented by the board to inform, direct, manage and 
monitor the activities of the organisation toward the achievement of its objectives.

Public sector definition: Governance Statement

The mechanism by which an organisation publicly reports on its governance arrangements each year.

Impairment
Impairment	to	organisational	independence	and	individual	objectivity	may	include	personal	conflict	of	
interest, scope limitations, restrictions on access to records, personnel and properties and resource 
limitations (funding).

Independence
The freedom from conditions that threaten the ability of the internal audit activity to carry out internal 
audit responsibilities in an unbiased manner.

Information Technology Controls
Controls that support business management and governance as well as provide general and technical 
controls over information technology infrastructures such as applications, information, infrastructure 
and people.

Information Technology Governance
Consists of the leadership, organisational structures and processes that ensure that the enterprise’s 
information technology supports the organisation’s strategies and objectives.

Internal Audit Activity
A department, division, team of consultants, or other practitioner(s) that provides independent, objective 
assurance and consulting services designed to add value and improve an organisation’s operations. 
The internal audit activity helps an organisation accomplish its objectives by bringing a systematic, 
disciplined approach to evaluate and improve the effectiveness of governance, risk management and 
control processes.
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International Professional Practices Framework
The conceptual framework that organises the authoritative guidance promulgated by The IIA. 
Authoritative Guidance is comprised of two categories (1) mandatory and (2) endorsed and 
strongly recommended.

Public sector interpretation

Only the mandatory elements apply for the purposes of the Public Sector Internal Audit Standards.

Public sector interpretation: International Standards for the Professional Practice of 
Internal Auditing

The Public Sector Internal Audit Standards take the place of the International Standards 
where applicable.

Must
The Standards use the word must to specify an unconditional requirement.

Objectivity
An unbiased mental attitude that allows internal auditors to perform engagements in such a manner that 
they believe in their work product and that no quality compromises are made. Objectivity requires that 
internal auditors do not subordinate their judgment on audit matters to others.

Overall Opinion
The overall ratings, conclusions or other descriptions of results provided by the chief audit executive 
addressing, at a broad level, governance, risk management and control processes of the organisation. An 
overall opinion is based on the results of a number of individual engagements and other activities for a 
specific	time	interval.

Risk
The effect of uncertainty on objectives. And effect is a deviation from the expected and may be positive 
or negative. Risk is often expressed in terms of a combination of the consequences of an event and the 
associated likelihood of occurrence.

Risk Appetite
The level of risk that an organisation is willing to accept.

Risk Management
A process to identify, assess, manage and control potential events or situations to provide reasonable 
assurance regarding the achievement of the organisation’s objectives.
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Should
The Standards use the word should where conformance is expected unless, when applying professional 
judgment, circumstances justify deviation.

Significance
The relative importance of a matter within the context in which it is being considered, including 
quantitative and qualitative factors, such as magnitude, nature, effect, relevance and impact. Professional 
judgment	assists	internal	auditors	when	evaluating	the	significance	of	matters	within	the	context	of	the	
relevant objectives.

Standard
A professional pronouncement promulgated by the Internal Audit Standards Board that delineates 
the requirements for performing a broad range of internal audit activities and for evaluating internal 
audit performance.

Technology-based Audit Techniques
Any automated audit tool, such as generalised audit software, test data generators, computerised audit 
programmes, specialised audit utilities and computer-assisted audit techniques (CAATs).
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